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Abstract

Disinformation and platform manipulation researchers will often talk about how bad those problems are in 
the United States and Western Europe, especially in the English-speaking world. They will often then talk 
about how much worse it is abroad, in Brazil, Spanish-speaking countries and India, for example. 

In China, The Washington Post reported how the Chinese government itself flooded Twitter with keywords 
to drown out news and images of last year’s protests against coronavirus restrictions. Elon Musk, who took 
over Twitter in October 2022, has vast investments inside China. Prior to Musk’s takeover, there was a team 
of Twitter employees focused on mitigating deceptive foreign influence operations. Due to mass layoffs and 
resignations, however, that team has been “reduced to a handful of people or no staff at all.” 

What researchers who know Iran will also say is that Iran is a no-man’s land for platform manipulation and 
disinformation because multiple world powers – including the United States, Russia, China, Saudi Arabia, 
the UAE, and Israel – are playing inside the country, as is the IRGC. The Iranian government’s chief interest 
is self-protection and not the protection of its citizens, hence multiple governments have cyber capabilities 
running inside the country.

Thus the Iranian Twittersphere is one of the most heavily manipulated corners of Twitter, where hashtag 
manipulation – as well as targeted abuse – have been rampant for years.

In September 2022, after the death of Mahsa Amini at the hands of Iran’s morality police, platform 
manipulation directed at the Iranian diasporic community increased significantly.

An investigation conducted by Social Forensics has uncovered evidence that online disinformation, smears, 
and threats against the Iranian diaspora (particularly in the U.S. and Europe) – ranging from journalists to 
academics to foreign policy analysts to civil society members – is:

1.	 At a scale and level of sophistication suggesting state-actor involvement
2.	 Driven by or significantly amplified through platform manipulation
3.	 Linked to foreign states that opposed the JCPOA and any U.S.-Iran detente, and have lobbied for the 

U.S. to take a more hawkish approach to Iran
The following report outlines our research process, summarizes our findings, and provides historical context to 
strengthen our conclusion – namely, that the surge in platform manipulation across the Iranian Twittersphere 
after the death of Mahsa Amini has been driven by state-sponsored efforts.

https://www.washingtonpost.com/technology/2022/11/27/twitter-china-spam-protests
https://www.washingtonpost.com/technology/2022/11/27/twitter-china-spam-protests
https://geoffgolberg.medium.com/state-sponsored-twitter-accounts-pushing-for-war-with-iran-732d3482b847
https://geoffgolberg.medium.com/state-sponsored-twitter-accounts-pushing-for-war-with-iran-732d3482b847
https://geoffgolberg.medium.com/iranian-american-female-journalists-targeted-online-via-coordinated-campaigns-9e685c24030c
https://www.socialforensics.com
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Mentions Dataset: Monitoring
Background

The National Iranian American Council (NIAC), a grassroots non-profit organization that supports peace and 
diplomacy to resolve tensions with Iran funded this independent report. 

NIAC staff and supporters, for years, have fallen victim to online disinformation that attempts to paint them 
as being part of the “Iran Lobby” simply because they prefer a diplomatic approach to dealing with Iran. The 
same holds true for others in the Iranian diasporic community – ranging from journalists to academics to 
foreign policy analysts to civil society members – who have no affiliation with or connection to NIAC.

While many of the accounts driving and amplifying these attacks have done so for years, the Mahsa Amini 
revolution has also brought new voices into the fray. Take Emily Schrader, for example, CEO of digital 
marketing agency, Social Lite Creative. Schrader, whose company’s website touts their experience working 
with “high level government organizations and NGOs in Israel, including the IDF, government ministries 
and Israel’s national EMS organization Magen David Adom,” has emerged as one of the loudest voices in 
spreading disinformation about NIAC:

Social Forensics, after noticing an influx of followers and increased tweet engagement specific to the Twitter 
account of Kaveh Shahrooz, penned this post in October 2022. Shahrooz, a senior fellow at the Macdonald-

https://twitter.com/emilykschrader
https://www.sociallitecreative.com
https://twitter.com/kshahrooz
https://geoffgolberg.medium.com/iranian-american-female-journalists-targeted-online-via-coordinated-campaigns-9e685c24030c
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Laurier Institute – a Canadian public policy think tank – has a Twitter biography that reads “#IranLobby 
monitor:”

According to Politico, Shahrooz is “one of the most bombastic voices in the West’s Iran debate, whose posts 
can be retweeted hundreds of times and attract hundreds of comments.” Our October 2022 post takes 
things a bit further, noting that Shahrooz “opts to hide behind thousands of fake Twitter Followers, which not 
only inflate his Followers count, but also function to artificially amplify the content of his tweets.”

It’s not just Shahrooz, however, that has experienced an influx of followers and increased tweet engagement 
after the death of Mahsa Amini. Shahrooz’s account simply provides a glimpse into a much larger platform 
manipulation effort, which this report seeks to document.

Process

Social Forensics worked with NIAC to compile a list of pro-diplomacy groups and individuals, independent 
journalists working for leading world media, and analysts commonly subjected to online disinformation, 
smears, and threats. The list includes 23 groups and individuals, encompassing a range of actors who seek to 
influence or report on U.S. policy toward Iran. They will be referenced as “segments” throughout this report.

In addition to NIAC, the organization’s current President (Jamal Abdi), former President (Trita Parsi), and 
NIAC-endorsed politicians, along with former staff Sina Toosi, former Community Council member Reza 
Aslan, and the brother of Trita Parsi, Rouzbeh Parsi, are among the segments that have an affiliation with or 
connection to NIAC.

Independent experts and activists – who have no affiliation with or connection to NIAC – comprise the 
bulk of our segments and include the following individuals: Barbara Slavin, Ali Vaez, Dina Esfandiary, Sina 
Azodi, Anonymous Civil Society Member #1, Anonymous Civil Society Member #2, Anonymous Civil Society 
Member #3, Anonymous Civil Society Member #4, and Anonymous Civil Society Member #5.

Journalists – who have no affiliation with or connection to NIAC – include the following individuals: Negar 
Mortazavi, Rana Rahimpour, Farnaz Fassihi, Anonymous Journalist #1, Anonymous Journalist #2, and 
Anonymous Journalist #3.

U.S. Special Envoy to Iran, Robert Malley, a diplomat in the State Department, rounds out the final segment.

Prior to publication of this report, each of the segments was contacted and given the option to anonymize 

https://www.politico.com/news/magazine/2023/04/22/iran-diaspora-harassment-00092598
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their names should they prefer not to be named. Individuals who did not reply – in addition to those who 
opted to avail themselves of that option – have had their names excluded from our report.

The volume of mentions for each segment were monitored using Meltwater, a SaaS platform that provides 
media and social intelligence, between September 16th, 2022 (day of Mahsa Amini’s death) and December 
15th, 2022. When the mentions of a segment would spike, the tweets and Twitter accounts mentioning said 
segment were collected. In total, there were 1.5 million tweets collected across the 23 segments.

Here is a summary of the tweet and user counts across each segment from our Mentions Dataset (213 
thousand unique Twitter accounts authored the 1.5 million tweets):

Here is an example of what NIAC’s mentions volume looks like via Meltwater over the 3 months for which 
it was monitored:

As may be seen from the graph above, there was a significant spike in NIAC mentions starting on Oct 13th, 
2022, and lasting about 10 days. At its peak, NIAC received nearly 125K mentions in a single day – an 
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alarmingly high number for a niche-focused organization that most Americans are unaware exists. NIAC’s 
1.6 million total mentions over this 3-month period raises all sorts of red flags, particularly after reviewing 
the 101,454 accounts from which tweets mentioning NIAC originate.

Account Summary

Our Mentions Dataset consists of 212,880 unique Twitter accounts, of which, 201,814 still exist as of April 
3rd, 2023 (3,361 accounts had been suspended; 7,705 no longer existed).

I.     Low Followers count accounts dominate the dataset:

Nearly half of the accounts (48.3%; 97,943 accounts) have fewer than 100 Followers. Therefore, the reach 
of the disinformation, smears, and threats is quite minimal, especially considering only 3.4% of accounts 
(6,895) have 5,000 or more Followers. Specific to hashtag manipulation, however, accounts with fewer 
than 100 Followers are still useful in gaming Twitter’s Trending algorithm – a tool often used by media and 
politicians to gauge public interest.

1.	 48.3% (97,493) of total accounts (201,814) have fewer 
than 100 Followers

2.	 67.8% (136,804) of total accounts have fewer than 300 
Followers

3.	 3.4% (6,895) of total accounts have 5,000 or more 
Followers

4.	 1.8% (3,615) of total accounts have 10,000 or more 
Followers

5.	 0.7% (1,497) of total accounts have 25,000 or more 
Followers
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II.     Recently created accounts dominate the dataset: 

Nearly half of the accounts (46.3%; 93,380) were created in 2021 or 2022, and about a quarter (23.7%; 
47,928) were created after the death of Mahsa Amini (i.e. September 17th, 2022 or later). Such a large 
number of recently created accounts – similar to such a large number of low Followers count accounts – is 
a red flag as far as inorganic network activity is concerned.  

1.	 46.3% (93,380) of total accounts were created in 2021 or 2022

2.	 23.7% (47,928) of total accounts were created after the death of Mahsa 
Amini

3.	 37.7% (36,785) of accounts with fewer than 100 Followers (97,493) 
were created after the death of Mahsa Amini
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III.     Repeat attacking accounts are rare (small percentage of accounts involved in 10+ attacks):

Accounts that have tweeted the accounts or names of at least 1 of the groups or individuals being targeted 
may be characterized as being:

1.	 Low Followers count accounts, e.g. 67.8% (136,804 accounts) have fewer than 300 Followers 

2.	 Recently created accounts, e.g. 23.7% (47,928 accounts) were created after the death of Mahsa 
Amini

While Followers counts, creation dates, and noisy activity (i.e. 100+ tweets per day or 100+ likes per day) 
are not the only signals to look to when identifying inauthentic network activity and platform manipulation, 
they are certainly important ones. Focusing on the rate that accounts tweet or like alone, for example, is not 
sufficient to confirm they are inauthentic or engaging in coordinated behavior or targeted abuse; rather, it’s 
a clue, along with the interconnectedness of a network’s accounts and similarities in the users they retweet, 
follow, and interact with, among other things.

1.	 4.0% (8,565) of total accounts tweeted mentioning at least 10 of the 
groups or individuals being targeted

2.	 16.6% (35,257) of total accounts tweeted mentioning at least 5 of the 
groups or individuals being targeted

3.	 53.3% (113,526) of total accounts tweeted mentioning just 1 of the 
groups or individuals being targeted

4.	 13.6% (1,166) of accounts mentioning at least 10 of the groups or 
individuals being targeted (8,565) are accounts that are averaging 
100+ tweets per day

5.	 21.1% (1,803) of accounts mentioning at least 10 of the groups or 
individuals being targeted (8,565) are accounts that are averaging 
100+ likes per day

6.	 Accounts involved in 10+ attacks are 5.8 times more likely to be noisy 
tweeting accounts (i.e. averaging 100+ tweets per day) compared to 
overall accounts in the dataset

7.	 Accounts involved in 10+ attacks are 3.7 times more likely to be noisy 
liking accounts (i.e. averaging 100+ likes per day) compared to overall 
accounts in the dataset
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Mentions Dataset: Mapping
Following/Followers relationships were mapped for a subset (53K) of the 213K accounts from our Mentions 
Dataset. The 53K accounts were sourced from the following 3 segments: 1) attacks on Rana Rahimpour 
after the IRGC released a personal conversation between her and her mother which was later edited and 
then amplified by Saudi-funded Iran International, 2) attacks on Farnaz Fassihi for covering Iran for The New 
York Times, and 3) attacks on Negar Mortazavi in the days leading up to a bomb threat that was called into 
The University of Chicago, where she was scheduled to be hosted on a panel at the university’s Institute of 
Politics

Nearly 2 million relationships were used to construct this network graph visualization of 53K accounts:

Colored communities (7) are determined algorithmically (Louvain method), whereas the community labels, 
on the other hand, involve a manual process of reviewing tweets and (Following/Followers) relationships 
from a sampling of accounts from each community. The community labels should be viewed as best-fit 
descriptions, rather than ones that can accurately be applied to every single account from each respective 
community.

Influential Accounts

Eigenvector centrality is an algorithm used to measure influence within a network. Think of it as representing 
an account’s ability to disseminate information/content across a network. Values for eigenvector centrality 
range from 0 (least influential) to 1 (most influential).

The table below summarizes eigenvector centrality across the 30 most influential accounts per community:

https://en.wikipedia.org/wiki/Louvain_method
https://en.wikipedia.org/wiki/Eigenvector_centrality
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Another way to quantify influence is by Followers counts. In this case, however, overall influence (i.e. reach) 
is being captured instead of influence relative to the 53K account network.

The table below summarizes Followers counts across the 30 most followed accounts per community:

This report will focus on the blue (core monarchist) and light green (core opposition leaders/influencers) 
communities since they contain accounts with the largest eigenvector centrality values. High-level overviews 
of each community – including the most frequently attacking accounts – may be found here.

https://www.socialforensics.com/blogs/mentions-mapping
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Monarchist (Core) Community

The blue (core monarchist) community is the most densely connected of all communities, where, on average, 
each blue account shares 86 (Following/Followers) connections with other blue accounts:

The most influential account – based on eigenvector centrality – among the core monarchist community 
is @CyrusGreatSon, which, as of May 28th, 2023, has 23,835 Followers and is Following 7,076 accounts:

Given the @CyrusGreatSon account was created less than 3 years ago (July 2020), it has acquired 23,835 
Followers in a relatively short period of time (hint: vast majority are inauthentic accounts). Moreover, the 
account has been quite active, tweeting more than 100,000 times since being created. Said differently,  
@CyrusGreatSon has, on average, churned out 100 tweets per day for 1,034 days. 100 tweets per day is the 

https://twitter.com/CyrusGreatSon
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equivalent of a tweet every 14.4 minutes for 24 hours. Tweeting 24 hours a day for 1,034 days, of course, 
would not be possible for a human to achieve. So, if instead we assume 12 hours of activity each day, 100 
tweets per day is the equivalent of a tweet every 7.2 minutes.

From the account’s profile, it’s worth noting the presence of crown emojis in its display name – along with 
the display names of accounts being recommended by Twitter’s “You might like” algorithm – in addition to 
the text and images conveying @CyrusGreatSon’s support for Iran’s former Crown Prince, Reza Pahlavi. 

Iranian monarchists advocate for the overthrow of the Islamic Republic and the return of exiled Crown 
Prince Reza Pahlavi to the country as the leader of a constitutional monarchy.

The profiles of inauthentic monarchist accounts frequently include crown emojis in their display names and/
or account bios. This tactic – namely, flooding Twitter with text and imagery (including emojis) via profiles 
of inauthentic accounts – is commonly utilized by nefarious actors seeking to create the illusion of support.

Astroturfing is a term used to describe such activity, and in political science references attempts “to give the 
false impression that a certain candidate or policy enjoys widespread grassroots support of the community 
when little such support exists.”

Our 213K account Mentions Dataset contains 3,434 accounts that include crown emojis in their profiles, 
1,209 of which have been highlighted below in relation to our 53K account map:

https://www.thoughtco.com/what-is-astroturfing-definition-and-examples-5082082
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The blue community, by a long shot, is where the bulk of these accounts may be found:

Most (95%+) of the crown emoji accounts are inauthentic and function to flood Twitter with monarchist, 
pro-Pahlavi imagery and content to make it seem like there is a larger base of monarchist supporters on 
Twitter than reality reflects. Accounts of this sort are often referred to as sockpuppets, or false online 
identities used for purposes of deception, and are commonly utilized in astroturfing efforts.

The dense connectivity within this community – where, on average, each blue account shares 86 (Following/
Followers) connections with other blue accounts – is indicative of connectivity that does not occur organically 
for a community of this size.

In March 2023, hundreds of monarchist, pro-Pahlavi accounts were suspended for engaging in platform 
manipulation that violates Twitter Rules. Included among those accounts were @Aryammehr, @Leila_
Arya, and @saiedeh10 – all of which have returned with new accounts (@Aryammehr2, @Leila_Arya2,  
@SaiedehSaideh59) that continue to engage in platform manipulation.

Reviewing the most recent tweets (3,200) from @CyrusGreatSon as of May 28th, 2023, a large portion 
of the account’s tweets are retweets (2,369 tweets; 74%), and, not surprisingly, included among the most 
frequently retweeted accounts are the latest iterations of accounts that were suspended in March 2023. The 
accounts of @IsraelPersian and @HananyaPersian – which will be discussed later in this report – also appear 
among accounts most frequently retweeted by the @CyrusGreatSon account:

It’s important to note that when a Twitter account gets suspended, the email address associated with 

https://geoffgolberg.medium.com/iranian-american-twitter-engineers-unjustly-character-assassinated-15440eaa2c4
https://twitter.com/Aryammehr
https://twitter.com/Leila_Arya
https://twitter.com/Leila_Arya
https://twitter.com/saiedeh10
https://twitter.com/Aryammehr2
https://twitter.com/Leila_Arya2
https://twitter.com/SaiedehSaideh59
https://twitter.com/IsraelPersian
https://twitter.com/HananyaPersian
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the suspended account receives an email from Twitter stating that “if you attempt to evade a permanent 
suspension by creating new accounts, we will suspend your new accounts.”

As is the case with many of Twitter’s stated policies, however, they are unfortunately selectively and 
inconsistently applied.

Opposition Leaders & Influencers (Core) Community

The light green (core opposition leaders & influencers) community is home to the 7 most influential accounts 
– based on eigenvector centrality – among the 53K account network graph visualization: @mamadporii 
(1.000), @HichkasOfficial (0.876), @rezahajilou (0.801), @Tanasoli_Return (0.783), @HassanRonaghi (0.757), 
@hafezeh_tarikhi (0.750), and @RealPersianGod (0.733)

The @Tanasoli_Return account previously went by @tanasoli and was initially suspended by Twitter in August 
2018:

Shortly after the account’s initial suspension, @tanasoli was reinstated, only to later get suspended (and 
reinstated) at least once more, prior to the accountholder deactivating the account (userid: 2147578833) 
and reemerging as @Tanasoli_Return in October 2021.

One of the accounts tweeting in support of reinstating @tanasoli back in August 2018 was @Bahram_Gooor, 
an inauthentic monarchist account whose Twitter bio includes “Anti-NIAC.” Included among the Followers 
of @Bahram_Gooor is Alireza Nader (@AlirezaNader), who formerly was with the Foundation for Defense 
of Democracies (FDD), and, until very recently, was employed by the National Union for Democracy in Iran 
(NUFDI):

https://twitter.com/mamadporii
https://twitter.com/HichkasOfficial
https://twitter.com/rezahajilou
https://twitter.com/Tanasoli_Return
https://twitter.com/HassanRonaghi
https://twitter.com/hafezeh_tarikhi
http://RealPersianGod
https://twitter.com/Bahram_Gooor/status/1030835627653296128
https://twitter.com/Bahram_Gooor
https://twitter.com/AlirezaNader


15

Nader’s title of Engagement Director while at NUFDI was aptly named considering his tweet engagement is 
heavily propped up by artificial amplification – meaning that inauthentic accounts frequently retweet, like, 
and reply to his content.

The @Bahram_Gooor account is but one of many inauthentic accounts that Nader is Following, in fact. 
Hence, it was not surprising to see Nader outraged by Twitter’s decision this past March to suspend hundreds 
of inauthentic monarchist, pro-Pahlavi accounts for engaging in platform manipulation:

Mariam Memarsadeghi (@memarsadeghi), an Iranian-American activist and long-time State Department 
contractor, is another noteworthy account that has tweeted in support of the @tanasoli account:

In June 2019, the State Department terminated the remainder of a $1.5 million contract that provided 
funding for the Iran Disinformation Project, a counterpropaganda program that, according to Iran Disinfo’s 
website, was focused on bringing “to light disinformation emanating from the Islamic Republic of Iran via 
official rhetoric, state propaganda outlets, social media manipulation and more.”

The project had been funded by the State Department’s Global Engagement Center (GEC), a U.S. government 
interagency organization created to combat foreign propaganda and disinformation efforts.

https://twitter.com/memarsadeghi
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Rather than combating foreign propaganda and disinformation, however, Iran Disinfo was using their Twitter 
account (@IranDisinfo) to target journalists, think tank analysts, researchers, and civil society advocates – 
denouncing them as “mullah sympathizers,” “apologists,” “mouthpieces,” and “lobbyists.”

Memarsadeghi co-founded E-Collaborative for Civic Education (ECCE), the organization that was 
implementing the Iran Disinformation Project. Another project from ECCE, Tavaana, provides an online 
platform for civic engagement in Iran.

Therefore, it should not come as a surprise to see Memarsadeghi among the accounts most frequently 
retweeted by @IranDisinfo, which has not tweeted since May 31st, 2019. Interestingly, Nader is the account 
most frequently retweeted account by @IranDisinfo. 26 of @IranDisinfo’s 124 retweets are tweets from 
Nader, and every account @IranDisinfo has retweeted more than once is highlighted below:

Despite her misappropriation of U.S. taxpayer dollars via Iran Disinfo, the State Department, according to 
internal documents obtained by The Intercept, continued their relationship with Memarsadeghi, “seeking to 
use her other U.S.-funded platforms to distribute Trump administration messaging on Iran.” (Memarsadeghi 
resigned from her position at ECCE in December 2019).

The @RealPersianGod account, like @tanasoli, has been suspended by Twitter in the past – presumably for 
platform manipulation – and remains active today after being reinstated:

https://twitter.com/IranDisinfo
https://theintercept.com/2020/09/22/iran-disinfo-trump-state-department
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Similar to Nader, @RealPersianGod was outraged by Twitter’s decision earlier this year to suspend hundreds 
of inauthentic monarchist, pro-Pahlavi accounts for engaging in platform manipulation:

The suspensions (and subsequent reinstatements) of the 4th (@Tanasoli_Return) and 7th  
(@RealPersianGod) most influential Twitter accounts from our 53K account map should not go unnoticed. 

Nor should the fact that @IsraelPersian – Israel’s official Persian-language account – follows both accounts, 
and was even Following the original @tanasoli account:
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Scale & Sophistication Suggest State-Actor Involvement
The scale & sophistication of platform manipulation present across the Iranian Twittersphere is indicative of 
state-actor involvement.

This can be seen in the following points below:

•	 The volume of mentions of various Iranian diaspora groups and individuals subjected to online 
disinformation, smears, and threats:

1.	 NIAC (civil society): peaked at 120K+ mentions per day (1.6M mentions across three-month 
period)

2.	 Negar Mortazavi (independent journalist): peaked at 50K+ mentions per day (averaged 5K per 
day)

3.	 Rana Rahimpour (BBC journalist): peaked at nearly 40K mentions per day (5 different attacks 
that drove 5K+ mentions per day)

4.	 Farnaz Fassihi (NYT journalist): peaked at nearly 15K mentions per day

5.	 Robert Malley (U.S. diplomat): peaked at 60K+ mentions per day (6 different attacks that drove 
20K+ mentions per day)

6.	 Perspective: Randi Weingarten, president of American Federation of Teachers (AFT), is often 
attacked on Twitter via inauthentic MAGA/far-right accounts. The MAGA/far-right focused 
Twitter platform manipulation machine is vast, yet Weingarten’s daily mentions have never 
exceeded 25K. Hence, when NIAC – which generally is only known among Iranian-Americans 
– receives more than 120K daily mentions, it raises a red flag

•	 Suspended accounts: 3,361 accounts that have tweeted mentioning at least one of the 23 segments 
have been suspended by Twitter; not only is this a significant number of accounts for Twitter to 
suspend, but it also is implicit acknowledgement by Twitter that accounts that tweet mentioning 
the monitored segments include accounts that violate Twitter Rules

•	 Noisy tweeting accounts (averaging 100+ tweets/day): 4,765 accounts, which, in aggregate, have 
authored more than 843 million tweets (across their lifetime)

•	 Noisy liking accounts (averaging 100+ likes/day): 11,421 accounts, which, in aggregate, have liked 
more than 1.7 billion tweets (across their lifetime)

•	 Monarchist sockpuppet accounts: 3,434 accounts with crown emojis in display name and/or bio (413 
accounts have crown emojis in both display name and bio); 95%+ of these accounts are inauthentic 
& seek to flood Twitter with monarchist imagery to make it seem like there is a larger base of 
monarchist supporters on Twitter than exists in reality

•	 Changing usernames: 8,830 accounts that have changed their usernames, common tactic to 
obfuscate platform manipulation; Social Forensics has been documenting platform manipulation 
since 2018, and has never encountered such widespread use of this tactic
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Evidence of Platform Manipulation
Artificial amplification (i.e. retweets from inauthentic accounts) plays a large role in gaming hashtags to 
trend (e.g. #WeSupportPolandSummit, #IraniansWantIRIBban), and boosting attacks/character assassination 
attempts directed at the Iranian diaspora.

•	 Pure amplification accounts: 8,297 accounts (from the ~16K accounts referenced below) where 
90%+ of their recent tweets (up to 3.2K) are retweets; this is not indicative of organic Twitter 
activity, and instead is indicative of accounts that exist solely to create the illusion of support

•	 When looking to the accounts most frequently being retweeted (among ~16K likely inauthentic 
accounts from our Mentions Dataset where recent tweets were collected and reviewed), we 
can see that Saudi-funded Iran International benefits a great deal from artificial amplification: 
pouriazeraati, IranIntl, Sima_Sabet, SamRasoulpour, IranIntlbrk, Alighazizade, and FardadFarahzad 
are among the 50 most frequently retweeted accounts

Followers count inflation (i.e. inauthentic accounts padding accounts’ Followers count) plays a large role in 
making attacking accounts appear more popular than reality reflects.

•	 When looking to the accounts most frequently being followed (among the 53K accounts from our 
Mentions Dataset that were mapped), we can see that Saudi-funded Iran International benefits a 
great deal from inflated Followers counts
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•	 There is significant overlap between accounts that benefit from artificial amplification and accounts 
that benefit from Followers count inflation. For example, among the 50 accounts that are most 
frequently being followed by inauthentic accounts, half of them (25) also appear among the 50 
accounts that are most frequently being artificially amplified

•	 This is indicative of influence operations and platform manipulation where a predetermined list of 
accounts is being elevated in a fashion that violates Twitter Rules

What the Iranian Twittersphere experienced in late 2022 amid the protest movement in Iran was not a form 
of organic and good-faith debate featuring voices from around the world. Instead, it was a coordinated 
campaign to manipulate social media algorithms and overwhelm  targeted voices with disinformation, 
smears, and threats. By utilizing a vast and unprecedented network of inauthentic accounts, this constituted 
a powerful social media weapon that proved highly effective in getting disinformation and slander in front of 
real people, creating the illusion of widespread rejection of the targeted actors. This is, at its root, a dangerous 
and anti-democratic campaign where freedom of expression and open dialogue on Twitter – core tenets of 
how Elon Musk describes his vision – are so elusive that many from the Iranian diasporic community have 
opted to self-censor, removing their accounts, or limiting their activity.
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Attribution: Data Suggests Israeli Involvement
Several data points suggest the Israeli government plays a significant role in the platform manipulation that 
continues to permeate across the Iranian Twittersphere, and which has intensified following the killing of 
Mahsa Amini and outbreak of nationwide protests:

1.	 The large number (50) of inauthentic accounts followed by @IsraelPersian (Israel’s official Persian-
language account) and @SAvginsaz (Director of New Media in Persian, Israeli Ministry of Foreign 
Affairs) is highly unusual. 1 in 8 accounts they follow are inauthentic. For comparison, the  
@StateDept Twitter account is Following a similar number of accounts (339) as @IsraelPersian 
(341), yet is Following zero inauthentic accounts 

2.	 Of the 213k accounts that have tweeted mentioning at least one of the segments being 
monitored, @IsraelPersian is Following 121. In other words, more than 1 in 3 accounts being 
followed by IsraelPersian (37%) are accounts that have tweeted mentioning at least one of the 
segments being monitored 

3.	 Of the 213K accounts that have tweeted mentioning at least one of the segments, 18K are 
Followers of @IsraelPersian, 7,024 of which have been highlighted below in relation to our 53K 
account map (note how such a large portion of the blue – monarchist core – community are 
Followers of @IsraelPersian vs. the other communities): 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

4.	 @IsraelPersian is Following 20 of the top 50 accounts most frequently retweeted by the group of 
~16k likely inauthentic accounts 

5.	 @IsraelPersian is Following 24 of the top 50 most followed accounts (among the 53K accounts 
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from our Mentions Dataset that were mapped) 

6.	 Tweets from @IsraelPersian and @SAvginsaz are being artificially amplified by the same inauthentic 
accounts that artificially amplify attacks against various Iranian diaspora groups and individuals 

7.	 Followers counts of @IsraelPersian and @SAvginsaz are being inflated by the same inauthentic 
accounts that inflate Followers counts of accounts that attack or amplify attacks directed at various 
Iranian diaspora groups and individuals

The intertwined nature of official Israeli government accounts and inauthentic accounts engaging in platform 
manipulation is unlikely to be a coincidence. At a minimum, the directors of the accounts decided to follow a 
series of inauthentic accounts that very clearly engage in platform manipulation, a public action that would 
have been subject to some level of bureaucratic scrutiny, and then subsequently engage with them. Far 
more likely, given the scale of the platform manipulation efforts in the period under review is that the Israeli 
government had a direct interest in the success of these efforts. Such an arrangement could have taken many 
forms, up to and including support for the operations of the platform manipulation activity. No other state 
actors are so closely linked to the platform manipulation, so it stands to reason that the Israeli government 
had a heavy hand in it. However, it is important to note that this role and the scope of support cannot be 
definitively proven based solely on the data examined in this report.



23

Background: Israel + Information Operations
Israel’s Private Intelligence Firms

While the possible motive of the Israeli government in supporting platform manipulation is beyond the 
subject of this report, it is worth addressing Israel’s capacity for supporting such an effort. Here, a review of 
publicly available information confirms that Israel is extremely well-versed in information operations. This 
includes Israeli companies like Black Cube and Psy-Group that have been known to use field operatives 
and fake social media avatars, respectively, to covertly influence targets. These private intelligence firms are 
commonly staffed by ex-Israeli intel officers (Israeli Military Intelligence is the central, overarching military 
intelligence body of the Israel Defense Forces, IDF).

Black Cube drew widespread condemnation for its work with Harvey Weinstein, surveilling and assisting 
with efforts to slander the reputations of women accusing Weinstein of sexual violence and journalists 
covering the story. Black Cube’s website welcomes visitors with the following description: “A select group of 
veterans from the Israeli elite intelligence units that specialises in tailored solutions to complex business and 
litigation challenges.” On Black Cube’s Careers page, a job opening for a research analyst describes the role 
as “a one-of-a-kind opportunity for someone who lives and breathes spying and espionage to become part 
of a world where wild fantasies of undercover operations become reality.”

In addition to their work with Weinstein, Black Cube, according to reports from The New Yorker and The 
Observer, was hired by Donald Trump aides in May 2017 to dig up dirt on former Obama administration 
officials in an attempt to undercut the Iran Nuclear Deal (formally known as the JCPOA; the agreement was 
signed in July 2015 and went into effect in January 2016).

In Dec 2021, Facebook owner Meta called out a half dozen private surveillance companies for hacking or 
other abuses. Meta banned the companies from their platforms while “putting each of them on notice that 
their targeting of people has no place on the platform and is against our Community Standards.” Meta also 
issued cease-and-desist warnings to the six companies, four of which – including Black Cube – were Israeli 
firms. Specific to Black Cube, Meta said the intelligence firm was deploying phantom personas to chat its 
targets up online and gather their emails, “likely for later phishing attacks.”

Israel’s Defense Ministry has worked closely with Black Cube. Between 2012 and 2014, Black Cube operated 
out of Israel’s Defense Ministry’s Military Intel Base in order to work on intelligence projects.

Psy-Group, founded in 2013, is a former Israeli private intelligence agency. The company became defunct 
after revelations that it was under investigation by Special Counsel Robert Mueller in 2018. Psy-Group 
had reportedly pitched the Trump campaign in 2016 on their ability to give an edge to political campaigns, 
presenting the Trump campaign with a multimillion-dollar proposal for a social media manipulation effort 
to help elect Trump. The plan involved using thousands of fake social media accounts to promote Trump’s 
candidacy.

According to The New Yorker, Psy-Group met with FDD in Washington in early 2017 to discuss the think 
tank’s research on the Boycott, Divestment and Sanctions (BDS) movement. In a subsequent meeting, “Psy-
Group provided FDD with a confidential memo describing how it had compiled dossiers on nine activists, 
including a lecturer at the University of California, Berkeley.” In the memo, Psy-Group sought FDD’s “guidance 
on identifying future targets.”

When asked about that meeting, an FDD official stated that the foundation “did not end up contracting with 
[PsyGroup], and their research did little to advance our own.”

Israeli Ministry of Foreign Affairs & Professionalization of Platform Manipulation

Attempts by the IDF and other Israeli security forces to shape the public consciousness are generally kept 
secret. Earlier this year, however, the Israeli military admitted to “deploying keyboard warriors” as part of 
a covert influence campaign during the 2021 Israel–Palestine crisis. Throughout the bloody 11-day war, 

https://www.newyorker.com/news/news-desk/israeli-operatives-who-aided-harvey-weinstein-collected-information-on-former-obama-administration-officials
https://www.theguardian.com/uk-news/2018/may/05/trump-team-hired-spy-firm-dirty-ops-iran-nuclear-deal
https://www.theguardian.com/uk-news/2018/may/05/trump-team-hired-spy-firm-dirty-ops-iran-nuclear-deal
https://www.ft.com/content/55b7ca61-ef21-44c0-8fc4-9f2ead55e6b3
https://www.haaretz.com/israel-news/2019-08-22/ty-article/.premium/for-black-cube-israeli-government-was-both-customer-and-target/0000017f-f2f0-d8a1-a5ff-f2fa360b0000
https://www.newyorker.com/magazine/2019/02/18/private-mossad-for-hire
https://apnews.com/article/israel-palestinians-social-media-fake-accounts-bots-bea114a2be8e0fcf73fcabc736047fd3
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the Israeli military employed fake accounts – which praised their airstrikes in the Gaza Strip across Twitter, 
Facebook, Instagram and TikTok – in “an effort to improve the Israeli public’s view of Israel’s performance in 
the conflict.” Moreover, the Israeli military “conceded that it also coordinated the campaign with real social 
media influencers, providing them with images and hashtags to talk up the military’s achievements and 
showcase the damage it inflicted on Gaza.”

The Israeli Ministry of Foreign Affairs (MFA), on the other hand, has been much more open about their 
efforts to control the information environment when compared to the IDF and other Israeli security forces. 
In fact, they even opted to professionalize platform manipulation, as may be seen by reviewing LinkedIn 
profiles of several former Israeli MFA employees. For example, Elad Ratson – who served as an Israeli 
diplomat for more than a decade – spent 4 years with the Israeli MFA (2015 to 2019) and refers to his work 
there as “Pioneering Algorithmic Diplomacy: a code-based approach to Diplomacy.” Ratson has since moved 
on to the private sector where he is the founder and CEO of Vayehee. According to Ratson’s LinkedIn Profile, 
Vayehee provides “R&D services for digital communications, big-data harvesting, data analysis, OSINT & 
narrative dominance on social media.”

And then there’s Yoav Adler, who, like Ratson, has since opted to trade his Israeli MFA role for a private sector 
one. Adler similarly spent nearly a decade as an Israeli diplomat, rounding out his time serving as the MFA’s 
Director of Research & Development from May 2017 to Sep 2019. It appears that Adler replaced Ratson 
as the MFA’s Director of R&D; Ratson moved on to serve as Special Ministry of Foreign Affairs Adviser for 
Algorithmic Diplomacy and later as Head of Data Diplomacy R&D Unit. 

This is how Adler’s LinkedIn profile describes his time as the MFA’s Director of Research & Development: 
“In my capacity as the Director of the Research and Development Unit at the Israeli Ministry of Foreign 
Affairs, my team and I develop innovative algorithms and software which promote and advance diplomatic 
objectives via online digital channels. In fact, I pioneer a new sub field of Digital Diplomacy experts refer to 
as Code-based or Algorithmic Diplomacy – the harnessing of algorithms to influence the flow of country 
related narratives in the online matrix. To the best of my knowledge this is a unique and groundbreaking 
position in the world of diplomacy - translating diplomatic objectives into code language.”

Effectively what Adler is describing there is computational propaganda. Computational propaganda involves 
the “use of algorithms, automation, and human curation to purposefully distribute misleading information 
over social media networks” (Woolley & Howard, 2018).

The Oxford Internet Institute does a nice job outlining computational propaganda Strategies & Targets:

https://www.linkedin.com/in/eladratson
https://vayehee.com
https://www.linkedin.com/in/yoavadler
https://global.oup.com/academic/product/computational-propaganda-9780190931414
https://navigator.oii.ox.ac.uk/what-is-comprop
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Dissecting @IsraelPersian: Israel’s Official Persian Language 
Twitter Account
Account Overview

The @IsraelPersian Twitter account is Israel’s official Persian-language account.

As of May 14th, 2023, @IsraelPersian has nearly half a million Followers (456K). Of the account’s most recent 
3,200 tweets, 621 (19.4%) have been retweets, and these are the accounts most frequently retweeted by 
@IsraelPersian:

Retweets aside, @IsraelPersian has averaged 244 retweets and 1,685 likes across their most recent tweets, 
dating back to June 15th, 2021. 105 of said tweets recorded at least 1,000 retweets, while 115 tallied at 
least 5,000 likes.

Among @IsraelPersian’s most recent 3,200 tweets, several of the most retweeted ones are tweets showcasing 
Iran’s former Crown Prince, Reza Pahlavi, visiting Israel in April 2023 (and include media tweeted by Israeli 
journalist, Simon Arann, who is with the Arabic-language arm of Israeli Public Broadcasting Corporation, the 
national broadcaster of Israel):
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As of May 14th, 2023, @IsraelPersian is Following 345 accounts, one of which is Sharona Soleimany Avginsaz 
(@SAvginsaz), the Israeli MFA’s Director of New Media in Persian:

Avginsaz, like @IsraelPersian, is not following many accounts (134), and it’s worth noting that the second 
account @SAvginsaz opted to follow was Reza Pahlavi (the first, not surprisingly, was @IsraelPersian):

Following Map: @IsraelPersian/@SAvginsaz

To better understand the Israeli MFA’s strategy when it comes to messaging in Persian, we constructed a 
combined Following Map for the @IsraelPersian and @SAvginsaz Twitter accounts. The goal in constructing 
such a map is to identify the types of accounts being followed by these official Israeli government accounts, 
while also getting a feel for how said accounts are interconnected (specific to Following/Followers 
relationships).

Social Forensics has opted to make the combined Following Map for the @IsraelPersian and @SAvginsaz 
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Twitter accounts publicly available. We strongly recommend that you spend some time exploring our web-
based interactive map, where the viewing experience is much better suited to desktop than on mobile.

Broadly speaking the accounts @IsraelPersian and @SAvginsaz follow fall into one of 3 communities:  
1) Persian Media, 2) Israeli Government, 3) Monarchist (i.e. those who advocate for the overthrow of the 
Islamic Republic and the return of exiled Crown Prince Reza Pahlavi to the country as the leader of a 
constitutional monarchy)

Colored communities (3) are determined algorithmically, whereas the community labels, on the other hand, 
involve a manual process of reviewing tweets and (Following/Followers) relationships from a sampling of 
accounts from each community. The community labels should be viewed as best-fit descriptions, rather than 
ones that can accurately be applied to every single account from each respective community. 

As an example, there are several U.S. government employees that appear in the Israeli government 
community, which may be seen when adjusting account colors to government. We highlight these accounts 
as it is interesting to note which U.S. government accounts are being followed by official Israeli government 
accounts (and subsequently, which accounts being followed by official Israeli government accounts are also 
being followed by U.S. government employees):

https://twittermaps.socialforensics.com/israelpersian
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As another example, note how central Emily Schrader (@emilyschrader) appears within our map of accounts 
being followed by official Israeli government accounts:

Schrader, who was discussed earlier in this report, has been flagged in our map as Israeli government because 
her digital marketing agency, Social Lite Creative, counts several Israeli government organizations as clients. 
Hence, indirectly she may be considered as part of the Israeli government. Schrader, as the image above 

https://twitter.com/emilykschrader
https://www.sociallitecreative.com
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highlights, is being followed by prominent accounts from both the bottom (Israel-focused) and top (Iran-
focused) section of our map (including being followed by U.S. presidential candidate, Nikki Haley, as may be 
seen below):

Schrader’s Followers count is inflated by and her tweets are artificially amplified by the same inauthentic 
accounts that inflate the Followers counts and artificially amplify the tweets of the @IsraelPersian and  
@SAvginsaz Twitter accounts. Moreover, those same inauthentic accounts artificially amplify attacks against 
the various Iranian diaspora groups and individuals discussed in this report.

While it is common globally for digital marketing agencies to offer offensive platform manipulation-centric 
services, Social Forensics has not been able to directly link Schrader’s digital marketing agency to the platform 
manipulation propping up her very own Twitter account. The fact that her account is so heavily propped up, 
however, does beg the question as to whether these are the sorts of services offered by Social Lite Creative.

Considering the warm welcome extended to Pahlavi by the Israeli government during his recent trip to 
Israel, it should not come as a surprise that official Israeli government Twitter accounts have, for years, 
been Following monarchist accounts.

There are 50 inauthentic accounts being followed by @IsraelPersian and/or @SAvginsaz, including many that 
have been instrumental in gaming hashtags to trend going back (at least) as far as January 2019:
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The inauthentic accounts – namely, accounts engaging in coordinated inauthentic behavior (CIB) or other 
forms of platform manipulation – effectively are all part of the monarchist community. In other words, 
about 1 out of every 8 accounts being followed by @IsraelPersian and/or @SAvginsaz are inauthentic 
monarchist accounts.

Here’s a closer look at those 50 inauthentic accounts with Twitter usernames added:

https://help.twitter.com/en/rules-and-policies/platform-manipulation
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Avginsaz’s Twitter account, at the time of our data collection (January 2nd, 2023), was Following 29 of the 
50 inauthentic accounts, while the @IsraelPersian account was Following 31. There were 10 inauthentic 
accounts being followed by both @IsraelPersian and @SAvginsaz (@Tanasoli_Return, @chawshin_83,  
@Drx661, @ajibzade, @patrick_jane77, @Sashtyani, @ForEveryBd, @Sadafbanooo, @RealPersianGod,  
@MemAR1983).

Meet Hananya Naftali

Hananya Naftali (@HananyaNaftali), according to Jewish News Syndicate, is “a prominent pro-Israel influencer 
on multiple social media platforms, speaking out against antisemitism, BDS, Iran and other threats the Jewish 
people face on a daily basis.”

Since 2017, Naftali has been employed as a social media advisor to Israeli prime minister, Benjamin Netanyahu, 
where his focus has been public diplomacy:

https://twitter.com/HananyaNaftali
https://www.jns.org/the-rise-of-hananya-naftali-social-media-star-and-pro-israel-influencer
https://www.hetek.hu/cikkek/english-news/1998januar/we-are-sick-and-tired-leaders-are-great-talk-and-weak-action
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When looking to Naftali’s Twitter account within the interactive map, as expected his account is Following 
more Israel-focused accounts (bottom of map) than Iran-focused accounts (top of map):

Moreover, among the accounts being followed is @HananyaPersian, Naftali’s Persian language account:

https://twitter.com/HananyaPersian
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Tweets from Naftali, who does not speak Persian, appear quite popular to those looking at engagement 
(retweets, likes, replies) as a proxy for public sentiment. Take this tweet, for example, which has driven more 
than 400 likes just 2 hours after being posted:

Upon further inspection, however, the tweet’s engagement is being driven by inauthentic accounts. And 
the same holds true for any tweet from Naftali — whether from his English (@HananyaNaftali) or Persian  
(@HananyaPersian) account.

https://twitter.com/HananyaPersian/status/1657007886176845824
https://twitter.com/HananyaPersian
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Therefore, it was not surprising to discover that the Persian-language account of Netanyahu’s social media 
advisor is Following many of the same inauthentic accounts being followed by @IsraelPersian and/or  
@SAvginsaz:

The graphic below summarizes the 30 most influential accounts (based on eigenvector centrality) per 
community; additionally, for those 90 accounts, the number of inauthentic accounts being followed by each 
respective account has been included (max value = 50):
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For example, Shahram Bahraminejad – a reporter with U.S. government-funded VOA Farsi – is Following 24 
of the 50 inauthentic accounts that have been flagged in our interactive map. It is even possible to deep-
link directly to Shahram’s account to make for easy exploration of the inauthentic accounts he is Following:

VOA Farsi employees, in fact – whose paychecks are underwritten by the U.S. government – are among 
the most influential accounts within the network of accounts being followed by @IsraelPersian and/or  
@SAvginsaz. As may be seen below, 5 of the 8 most influential accounts are those of VOA Farsi journalists 
or contractors:
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Particularly noteworthy are the number of inauthentic accounts being followed by Shahram Bahraminejad 
(@S_Bahraminejad; 24), Arash Sobhani (@arash_sobhani; 20), and Masih Alinejad (@AlinejadMasih; 15).

Additional context around how @IsraelPersian and @SAvginsaz were discovered by Social Forensics and why 
we decided to investigate these official Israel government accounts may be found here.

https://twitter.com/S_Bahraminejad
https://twitter.com/arash_sobhani
https://twitter.com/AlinejadMasih
https://www.socialforensics.com/blogs/why-do-official-israeli-government-twitter-accounts-follow-so-many-inauthentic-accounts
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Conclusion
It goes without saying that the U.S. government should not be funding efforts that target Americans online 
with disinformation, smears, and threats, yet that happened in 2019 via the Iran Disinfo Project. Moreover, the 
U.S. government should be very concerned about foreign governments doing the same thing to Americans, 
even when those foreign governments are U.S. allies (as is the case with Israel). 

Among the segments discussed in this report were NIAC-endorsed politicians. Many of the inauthentic 
accounts that were attacking journalists, think tank analysts, researchers, and civil society advocates were 
also amplifying attacks on members of Congress ahead of last November’s election. 

The United States has already experienced attempts by Russia and other foreign powers to use social media 
to manipulate our politics. As this report outlines, the scale, sophistication, and duration of this campaign – 
targeting a range of actors who seek to influence or report on U.S. policy toward Iran – suggest state-actor 
involvement. Furthermore, we have illustrated how attacks directed at the Iranian diasporic community are 
being significantly amplified through platform manipulation that violates Twitter Rules.

Most troublingly, evidence uncovered during Social Forensics’ investigation – while circumstantial – has led 
us to conclude that the Israeli government plays a major role in these attacks.

When it comes to information operations and warfare, also known as influence operations, the Israeli 
government employs a two-pronged approach: 1) in-house operations and 2) contracting with private sector 
companies/individuals

The Israeli Ministry of Foreign Affairs, more specifically, appears to take lead when it comes to executing 
the Israeli government’s in-house influence operations. Looking to the LinkedIn profiles of several former 
Israeli MFA employees, we can see the ministry has been open about their efforts to control the information 
environment. In fact, they have even professionalized said efforts, effectively referring to platform manipulation 
as “Code-based or Algorithmic Diplomacy.” For this reason, it is not surprising that 1 in 8 accounts being 
followed by official Israeli government accounts (operated by the Israeli MFA) are inauthentic.

The Israeli government has a history of contracting with private sector companies/individuals who engage 
in nefarious activity. For example, Black Cube – discussed earlier in this report – operated out of Israel’s 
Defense Ministry’s Military Intel Base between 2012 and 2014. In Dec 2021, Black Cube along with 6 other 
private surveillance companies, were called out by Meta for hacking or other abuses. According to Meta, 
Black Cube was deploying phantom personas to chat its targets up online and gather their emails, “likely for 
later phishing attacks.”

Examining the combined Following Map for the @IsraelPersian and @SAvginsaz Twitter accounts, several 
private sector companies/individuals of interest emerge. These include Emily Schrader (CEO of digital 
marketing agency, Social Lite Creative) and Hananya Naftali (Netanyahu’s social media advisor). Both 
Schrader (via her digital marketing agency) and Naftali are Israeli government contractors that benefit greatly 
from platform manipulation, begging the question as to whether these are the sorts of services they are 
providing to the Israeli government.

Prior to recent changes implemented by Elon Musk, Twitter’s API had been far more open to third parties 
seeking to research disinformation and platform manipulation when compared to other social media 
platforms. This report focuses on Twitter as a result. It is worth noting, however, that we have observed 
signs of the same nefarious actors carrying out similar platform manipulation efforts across Meta-owned 
Instagram.

It is imperative that the United States government protect U.S. citizens and lawmakers from foreign attacks.
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About Us
Social Forensics maps and monitors online connections and activity. We create purposefully designed tools 
to manage social data analytics needs across various industries. Our focus is social audience segmentation 
and identifying coordinated inauthentic behavior (CIB) across social media platforms.

For more information, please contact: geoff@socialforensics.com
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